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Descrip5on : 

The Client encourages hunters to work with us on poten9al issues in their services or their 
website. This policy outlines how the Client will coordinate the management of the poten9al 
discovered vulnerabili9es using Yogosha’s services and plaAorm, vulnerabili9es that if 
exploited may have an impact on the confiden9ality, integrity or availability of their services, 
servers, applica9ons or data. 

Non-Qualifying Vulnerabili5es (a.k.a Out of Scope) : 

Any domain not contained within the Client is out of scope for the purposes of the  
Vulnerability Disclosure Program.  

The following ac9ons do not qualify for disclosure and should not be tested by hunters 
par9cipa9ng in the Program:  

● DoS or DDoS aKacks 
● Physical AKacks against the Client proper9es or data centers 
● Phishing and Social Engineering AKacks 
● Missing hKp security headers which do not lead to a vulnerability (you must deliver a 

proof of concept that leverages their absence) 
● Vulnerabili9es in third-party applica9ons or services which use or integrate with the 

Client services and applica9ons. 
● Reports from automated tools or scans without an exploita9on proof of concept 
● Missing cookie flags on non-sensi9ve cookies 
● Reports of SSL best prac9ces or insecure ciphers (unless you have a working proof of 

concept -- and not just a report from a scanner) 

The Client will not accept reports from automated vulnerability scanners hence aggressive 
scans are not tolerated to avoid services disturbance.  

Qualifying Vulnerabili5es : 

The Client will accept a report of any vulnerability that substan9ally affects the 
confiden9ality, integrity or availability of any eligible Client service. Eligible vulnerabili9es 
include, but are not limited to: 

● Cross Site Scrip9ng (XSS) 
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● Authen9ca9on and Authoriza9on Flaws 
● Cross Site Request Forgery (CSRF) 
● Remote Code Execu9on 
● SQL Injec9on 
● Directory Traversal 
● Privilege Escala9on 

Best Prac5ses When Repor5ng :  

1. The more detailed your steps for reproducing the bug, the beKer. This should include 
any pages that you visited, user IDs, links clicked, etc.  

2. Images are always useful 
3. Exploit POC code that consistently works can allow us to verify your vulnerability 

more quickly.  
4. Remember – details, details, details! which permits us and you to gain 9me by 

triaging the vulnerability quicker. 

Rewards :  

According to the finding report, if the vulnerability is valid and has an impact on the Client’s 
assets, the Client may be willing to show their apprecia9on by rewarding the hunter. 
Rewards, at their own discre9on, can vary from goodies, hall of fame and to monetary 
rewards according to the vulnerability severity and exploitability. 

Confiden5ality : 

Any informa9on that you collect about the Client, the Client employees, or the Client 
customers (“Confiden9al Informa9on”) through the  Vulnerability Disclosure Program must 
be kept confiden9al and may only be used in connec9on with the Program. You may disclose 
vulnerabili9es only aaer proper remedia9on has occurred and you may not disclose 
Confiden9al Informa9on without the Client’s prior wriKen consent. Any disclosure of 
Confiden9al Informa9on outside of this requirement will result in immediate legal 
proceedings.  

Legal : 

By par9cipa9ng in the Client‘s  Vulnerability Disclosure Program, you acknowledge that you 
have read and agree to Yogosha’s Terms and Condi9ons. 

Your tes9ng must not violate any law, disrupt services, or compromise any data that is not 
your own. 

You commit to abide by the applicable regula9ons in terms of personal data protec9on, in 
par9cular the Regula9on (EU) 2016/679 from the 27th April 2016 (General regula9ons on 
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data protec9on) (the “GDPR”) as well as the Law n°78-17 from the 6th January 1978 rela9ve 
to data, files and liber9es, such as it has been successively modified.  

Disclaimer :  

Yogosha acts only as an intermediary between the bug hunter and the Client.  

Therefore we are not responsible for any direct or indirect damage to the vulnerability 
hunter, the client or any third party involved in the process. Also Yogosha does not take part 
in es9ma9ng the rewards nor pre-triaging or triaging the vulnerability reports. 
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